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In November 2019, protests broke out across Iran over a fuel price hike; authorities 
responded with violence and repression. They also disconnected millions of 
Iranians from the Internet.

Iran’s November shutdowns were unprecedented in length and reach. On a vast 
scale, they cut people off from vital information and from each other. Authorities 
subjected protesters to violent assaults without the exposure that access to the 
Internet enables. 

The ability to conduct these shutdowns is the culmination of many policies, 
technological developments, and systems of centralised control that permeate 
Iran’s system, and especially its Internet governance. 

This report takes a close look at the Internet shutdowns that accompanied the 
protest period from 15 November to 27 November, as well as the mechanisms, 
infrastructure, law, and policies that enabled this kind of disconnection. It then 
looks at the aftermath of the protests and the outlook for Internet governance and 
connectivity in Iran. 

INTRODUCTION

Here we provide the context to the November 2019 unrest and crackdown, as well 
as discussing the other forms of censorship used by the Iranian authorities to 
control the flow of information within Iran’s borders. We also lay out international 
human rights standards on Internet shutdowns.

CHAPTER 1: THE ANATOMY OF THE SHUTDOWN

This chapter explains in detail the timeline of the shutdown, from the 
announcement of the price hikes that sparked nationwide protest to the 
reconnection later on. It also discusses the immediate effects of the shutdown and 
the consequences for protest and information during that time. 

CHAPTER 2: THE NATIONAL INFORMATION NETWORK

Chapter 2 examines one of the key elements which enabled November’s 
unprecedented shutdowns: the National Information Network (NIN). 

Shutdowns generally result in severe financial losses, due to unavailable services 
and loss of communication with global partners and supply chains. Iran, however, 
has spent recent years building a NIN (a type of national Internet), which hosts a 
number of key services and government functions. 

While access to the global Internet was cut off, domestic Internet services (hosted 
on the NIN), such as national banking, local applications, government websites 
and services, remained online. This minimised losses and kept the government 
functioning nearly as normal throughout the shutdown. 

1 EXECUTIVE SUMMARY
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The chapter documents the development of the NIN and its role in Internet 
shutdowns, including the significance of US sanctions on its development and the 
digital rights of Iranian citizens. 

It also looks at new bills that propose to entrench the NIN and pose various 
concerns for digital rights.

CHAPTER 3: IRAN’S INTERNET INFRASTRUCTURE

Iran’s authorities have large-scale control over about 57.4 million Internet users in 
a total population of about 82 million. This requires a tight grip on both the national 
infrastructure and its Internet actors.  

The chapter explains how the shutdown was carried out. Under orders of the 
National Security Council (NSC), the shutdown was carried out by Internet Service 
Providers (ISPs) and, during the protests, access to international gateways was 
entirely under government control.

This chapter also highlights that the connections infrastructure underpins the 
authorities’ high level of control. It looks at the control of international gateways, 
and documents changes in the infrastructure, including the decentralisation of 
access to gateways. ISPs remain under strict control of the government.

CHAPTER 4: IRAN’S INTERNET DECISIONS

The shutdown was distributed to ISPs by the Communications Regulatory Authority, 
under the Ministry of Information and Communication Technology (ICT), ordered by 
the NSC. 

This information alone, however, does not begin to tell us who and which factions 
of Iranian governance were behind November’s events. This chapter attempts to 
explore further the accountability, or lack thereof, for the crackdown on both digital 
and protest rights. 

Ambiguity about the processes of Internet decisions is a hallmark of the overall 
governance system in Iran. Although some members of President Rouhani’s 
administration have apologised for the shutdowns, others, like Rouhani’s Minister 
of Interior, have vehemently defended them. The government has not transparently 
documented what roles they played. 

This chapter maps where power lies, and analyses recently proposed reforms to 
decision-making processes. 

RECOMMENDATIONS

We end this report by making a series of recommendations to the Iranian 
authorities and international bodies to ensure the right to access the Internet and, 
in turn, freedom of expression in Iran.
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English Acronym Explanation

Autonomous System AS The Internet is a network of networks broken up 
into hundreds of thousands of smaller networks 
known as autonomous systems (AS). Each of 
these networks is essentially a large pool of 
routers run by a single organisation. If we continue 
to think of Border Gateway Protocol (BGP) as 
the postal service of the Internet, ASs are like 
individual post office branches. A town may have 
hundreds of mailboxes, but the mail in those 
boxes must go through the local postal branch 
before being sent to another destination. The 
internal routers within an AS are like mailboxes: 
they forward their outbound transmissions to 
the AS, which then uses BGP routing to send 
these transmissions to their destinations. AS 
typically belong to ISPs, other tech companies, 
universities, government agencies, or scientific 
institutions. Each AS wishing to exchange 
routing information must have a registered 
autonomous system number (ASN). Internet 
Assigned Numbers Authority (IANA) assigns ASNs 
to Regional Internet Registries (RIR), which then 
assigns them to ISPs and networks. ASNs are 
16-bit numbers between 1 and 65534 and 32-bit 
numbers between 131072 and 4294967294. As 
of 2018, there are approximately 64,000 ASNs in 
use worldwide. These ASNs are only required for 
external BGP.

3 GLOSSARY
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English Acronym Explanation

Border Gateway 
Protocol 

BGP BGP is the postal service of the Internet. When 
someone drops a letter into a mailbox, the postal 
service processes that piece of mail and chooses 
a fast, efficient route to deliver that letter to its 
recipient. Similarly, when someone submits 
data across the Internet, BGP is responsible for 
looking at all the available paths that data could 
travel and picking the best route, which usually 
means hopping between AS. BGP is one of the key 
protocols that make the Internet work. It does this 
by enabling data routing on the Internet. When 
a user in Singapore loads a website with origin 
servers in Argentina, BGP is the protocol that 
enables that communication to happen quickly 
and efficiently. [Source: Cloudflare]

Committee Charged 
with Determining 
Offensive Content

CCDOC The CCDOC was established in 2009 as per the 
Computer Crimes Law that was ratified in the 
same year. It is a multi-agency oversight body that 
is in charge of online censorship in Iran.

Communications 
Regulatory Authority

CRA Part of the Ministry of ICT, the CRA is responsible 
for regulating communication operators, including 
ISPs, mobile, and landline operators. 

Computer Crimes 
Law

CCL Introduced in 2009, the Computer Crimes Law is 
part of Iran’s Islamic Penal Code.

Draft Data 
Protection Act 
or Personal Data 
Protection and 
Safeguarding Draft 
Act

A bill sponsored by the Ministry of ICT, which is 
purportedly  designed to protect users’ privacy. It 
is pending cabinet ratification before being sent to 
the parliament for review.

Fixed 
Communication 
Provider

FCP A licence for private companies to become 
telecommunications entities (limited to Internet-
related services).

Guardian Council of 
the Constitution (aka 
Guardian Council)

GC The GC is an oversight body tightly controlled 
by the Supreme Leader. It interprets the 
Constitution of the Islamic Republic, supervises 
elections, approves candidates for elections, and 
ensures legislation passed by the parliament is 
“compatible with the criteria of Islam and the 
Constitution.”

Institute for 
Research in 
Fundamental 
Sciences

IPM The IPM is affiliated with the Ministry of Science, 
and is one of the two sole providers of Internet 
protocol (IP) communication infrastructure in Iran. 
IPM only offers services to academic institutions.
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English Acronym Explanation

International 
Gateways 

International gateways provide access to 
international terrestrial, submarine, and 
satellite systems. They manage incoming and 
outgoing international voice and data traffic. 
Considering that international gateways 
establish interconnections between domestic 
and international networks and determine the 
affordability and capabilities of broadband 
access, regulation of international gateways is an 
essential instrument in access to the international 
Internet. International gateways also play a critical 
role in addressing potential bottlenecks in data 
traffic that can have significant repercussions on 
downstream national markets.

Internet Service 
Providers

ISP An ISP is an organisation that provides services 
for accessing, using, or participating in the 
Internet. ISPs can be commercial, community-
owned, non-profit, or otherwise privately owned.

Services typically provided by ISPs include 
Internet access, Internet transit, domain name 
registration, web hosting, Usenet service, and 
colocation.

An ISP typically serves as the access point or the 
gateway that provides a user access to everything 
available on the Internet.

Iran Audiovisual 
Media Regulatory 
Authority

SATRA SATRA, a regulatory arm of the state-run 
broadcaster IRIB, was established in September 
2015 after Supreme Leader Ayatollah Ali Khamenei 
called on authorities to regulate cyberspace and 
content distribution on the Web.

Iranian Cyber 
Police 

FATA Iranian Cyber Police (aka FATA) is a unit of the 
Islamic Republic of Iran Police, founded in January 
2011.

Islamic Republic of 
Iran Broadcasting

IRIB IRIB is an Iranian state-controlled media 
corporation which holds a monopoly of domestic 
radio and television services in Iran. Supreme 
Leader Ayatollah Ali Khamenei appoints the IRIB's 
CEO.

Judicial System of 
Iran / Judiciary

The judiciary operates based on the Islamic Penal 
Code. It has different divisions dealing with civil, 
criminal, security, and cyber crimes. It has played 
an active role in banning online platforms and it 
is part of the decision-making process when it 
comes to Internet policy. Its chief is appointed by 
the Supreme Leader who has tight control over the 
judicial system.
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English Acronym Explanation

Ministry of 
Information and 
Communications 
Technology of Iran

Ministry of 
ICT

The Ministry tasked with the portfolio related to all 
communications in Iran.

Ministry of Interior The Ministry of Interior is in charge of performing, 
supervising, and reporting elections, policing, and 
several other security-related issues.

Mobile 
Telecommunication 
Company of Iran

MCI MCI, which also operates under the brand name 
"Hamrahe Aval", is the largest mobile operator in 
Iran. According to the CRA, it has a 53.14% share 
of the market.

MTN-Irancell MTN-Irancell is the second largest mobile 
operator in Iran, with a 43.45% share according 
to the CRA. Irancell has two shareholders: Iran 
Electronic Development Company (IEDC) (51%) 
and MTN Group Limited (49%). IEDC currently has 
two key shareholders: Mostazafan Foundation 
(controlled by the Supreme Leader Ayatollah 
Ali Khamenei) and Iran Electronics Industries 
(aka SAIRAN controlled by the Iran’s Ministry of 
Defence).

National Information 
Network

NIN There are a number of contesting meanings 
for this, but it ultimately refers to the hosting 
of data centres, servers, and related Internet 
infrastructures within the borders of Iran. 

National Security 
Council

NSC The NSC has been a subordinate subcommittee 
of the Supreme National Security Council (SNSC) 
since 1989. By law, it is led by the President's 
Minister of Interior and deals with domestic 
security and governance. In Persian, the main 
SNSC body is the "Shoraye Aali Amniat Melli" and 
the subgroup is called "Shoraye Amniat Keshvar". 
Melli means "nation" and Keshvar means country, 
but the real difference lies in the omission of 
"Supreme" from the subgroup. 

Revolutionary 
Guards or 
the Islamic 
Revolutionary Guard 
Corps or the Islamic 
Revolution Guard 
Corps

IRGC Iran's IRGC was founded in April 1979 after the 
Iranian Revolution by order of Ayatollah Ruhollah 
Khomeini. The IRGC was founded to defend the 
Islamic Republic’s ideological system and to 
provide a counterweight to the regular armed 
forces. It has since become a major military, 
political, and economic force in Iran, with 
close ties to the Supreme Leader Ayatollah Ali 
Khamenei. The IRGC’s chief and top commanders 
are appointed by the Supreme Leader.
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English Acronym Explanation

Social Media 
Organisation Bill

The Social Media Organisation Bill is a bill that 
has been in the making since October 2018. A 
controversial clause in the initial draft of the bill 
would transfer control of Iran’s Internet gateways 
from the civilian government to the Passive 
Defence Organization of Iran, which is controlled 
by the General Staff of the Armed Forces. The 
Iranian Parliament's Research Centre has 
recommended that the responsibility should be 
transferred to the SNSC. Both General Staff of the 
Armed Forces and the SNSC are controlled by the 
Supreme Leader Ayatollah Ali Khamenei.

Supreme Council of 
Cyberspace

SCC The SCC was established by order of the Iranian 
Supreme Leader Ayatollah Ali Khamenei in March 
2012. As stated in the SCC's charter, the body is 
tasked with developing the Islamic Republic’s 
Internet policies.

Supreme National 
Security Council

SNSC The SNSC, mandated by Article 176 of the 
Constitution of the Islamic Republic of Iran and 
created in 1989, is a security council presided 
over by the President and tightly controlled by the 
Supreme Leader. The council determines defence, 
national security, and foreign policies of the 
Islamic Republic.

Telecommunication 
Company of Iran

TCI TCI is a semi-state-owned company with a strong 
monopoly over the landline telecom network. 
In addition to telephony services, it also sells 
broadband Internet services. It is also the parent 
company of Mobile Telecommunication Company 
of Iran (MCI) and holds 83.91% share in the mobile 
operator. IRGC-owned Mobin Trust Consortium is 
TCI’s majority shareholder, with a 36.99% stake 
in the company, followed by the government, with 
19.76%.

Telecommunication 
Infrastructure 
Company

TIC TIC operates under the auspices of the Ministry 
of ICT. It is one of the two sole providers of IP 
communication infrastructure to all private and 
public operators in Iran.
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4 INTRODUCTION

In November 2019, protests erupted in Iran over an increase in fuel price. The 
authorities responded with violence and repression, violating human rights 
guaranteed by international human rights law and the Iranian Constitution, 
including the right to assembly, freedom from inhuman and degrading treatment, 
right to life, and freedom of expression.

Unlawful and excessive force against protesters made it one of the bloodiest 
periods in Iran for the right to protest since the 1979 Revolution. The death toll 
ranges from verified reports of 304 to unconfirmed reports of up to 1,500 deaths. 
The number of those injured by security forces was estimated at 4,800.  

During the protests, authorities also disconnected millions of Iranians from the 
Internet.

Intentional centralisation over the years has enabled Iran’s Government to take the 
country offline, as happened in November. The ability to conduct these shutdowns 
was the culmination of many developments in Iran’s Internet infrastructure, 
including the development of a National Information Network (NIN) and the 
centralised control which permeates the Islamic Republic of Iran’s system. The 
United States and its sanctions regime have also played a detrimental role.

Protests beget Internet shutdowns in Iran. In recent years, this has become the 
reality for Iranians exercising the right to protest. Most frighteningly, as the days 
of the shutdown continued, authorities took advantage of the communications 
blackout to act with impunity.  

It was nearly impossible to document the state’s violence in real time. Access to the 
Internet and global data was cut off, while platforms that were still online – hosted 
domestically on the NIN – were closely monitored and controlled by authorities 
themselves. Shutting down the Internet gives authorities a certain amount of space 
to commit violent acts of repression without the news reaching citizens inside or 
outside of its borders, therefore avoiding further outrage. 

It took months after the protests to gain verified documentation of the lives lost and 
proof that protesters and others were indiscriminately and unlawfully killed.1   

The lack of accountability for these violations of international human rights law 
remains a grave concern. There has still been no recognition by members of the 
Iranian Government or other state institutions that November’s Internet shutdown 
is a violation of human rights.

Although some members of President Rouhani’s Administration have denounced 
and apologised for the shutdowns, they have not transparently documented what 
roles they played within the decision-making bodies that ordered the shutdowns, of 
which they are prominent members. 
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ARTICLE 19 remains certain that there will be no space for Iranians to protest 
and exercise their freedom of expression, opinion, or assembly rights without the 
darkness of another Internet shutdown. 

Sources (who wish to remain anonymous) speaking to ARTICLE 19 have said 
that, within internal meetings of the Iranian judiciary, officials have indicated that 
shutdowns can be triggered in the event of any unrest in the country. 

These statements have proven true during recent protest outbreaks in July 2020. 
As protests broke out in the city of Behbahan on the evening of 16 July, the unrest 
quickly resulted in a shutdown of the Internet in that particular city until the early 
morning hours of 17 July. 2  

Indeed, lower profile events since November 2019 have shown once again the 
authorities’ reliance on shutdowns and disruptions to repress demonstrations 
that criticise the state, including memorials for those killed during the protests 
throughout December3 and massive online protests against the execution 
sentences of three November protesters.4 

THE BIG PICTURE: INTERNET CENSORSHIP IN IRAN

Iran’s authorities have extensive control over around 57.4 million Internet 
users in a total population of about 82 million.5 This control has been achieved 
through extreme centralisation of both the infrastructure and authority over 
telecommunications companies and actors.  

In addition to shutdowns, Internet censorship exists in many forms in Iran. 
Authorities routinely block or filter certain websites and applications; however, 
Iranians have ways to bypass this former technique through circumvention tools, 
which are used by a large subset of Iran’s Internet users. 

Websites for national newspapers, news agencies, or entities that exist within 
Iran constantly risk censorship, sanctions, or even closure by authorities. They 
therefore exercise a high degree of self-censorship, carefully conforming to what 
is acceptable to authorities.6  Iran’s systems of censorship have a chilling effect on 
lawful speech, further tightening the realm of freedom of expression online and in 
the press. 

The demonstrations of the 2009 Green Movement7 saw Iran’s first nationwide 
shutdown, along with the subsequent censorship of social media platforms such 
as Twitter and Facebook.8 This seminal event realigned much of Iran’s national 
security focus and resources towards Internet governance, policies, and laws.9 

The events of 2009 led to the establishment of institutional and legal mechanisms 
for regulating the Internet: the Computer Crimes Law (CCL), the establishment of 
the Supreme Council of Cyberspace (SCC), and the prioritisation of the development 
of the NIN, a nationalised Internet which, until then, had only been an idea within 
government.10 
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Throttling Internet connectivity – or deliberately reducing Internet speeds – is 
another form of Internet censorship the government has administered, as illustrated 
during the 2013 presidential elections.11 This throttling made Internet usage 
excruciating and rendered the use of virtual private networks useless.12 These were 
intentional tactics to hinder access to the Internet and, in turn, tighten the space for 
freedom of expression during a time the government considered sensitive and ripe 
for political mobilisation or protest.

Nationwide protests from December 2017 to January 2018 were another key 
moment for Iran’s Internet policy as shutdowns became increasingly interwoven 
with the National Internet Project.13 

Internet shutdown techniques are the bluntest form of censorship, and as 
compared to the techniques described above, they increase the government’s 
ability to control access to the Internet. A complete Internet shutdown does, 
however, incur many costs for the government, including severely impacting the 
country’s essential services and economy. 

This is why domestic Internet services remained online, but access to foreign 
Internet services and websites was cut off during the nationwide protests on 15 
November 2019. National banking, local applications, and government websites and 
services hosted on the NIN were available. The NIN makes shutdowns convenient 
for authorities because it keeps essential services and tools online, even amid a 
shutdown.

INTERNATIONAL HUMAN RIGHTS STANDARDS ON SHUTDOWNS

Iran’s Internet shutdowns violate a number of international human rights standards.

The United Nations Human Rights Council Resolution 32/13, adopted by consensus 
in June 2016, “condemns unequivocally measures to intentionally prevent or disrupt 
information online in violation of international human rights law” and called on 
states to desist from such practices.14 

In its General Comment No. 34 of 12 September 2011, the UN Human Rights 
Committee considers that the generic bans on the operation of certain Internet 
sites is incompatible with Article 19(3) of the International Covenant on Civil and 
Political Rights (ICCPR). Indeed, the General Comment states:

Any restrictions on the operation of websites, blogs or any other 
Internet-based, electronic or other such information dissemination 
system, including systems to support such communication, 
such as Internet service providers or search engines, are only 
permissible to the extent that they are compatible with paragraph 
3 [of Article 19]. 
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Permissible restrictions generally should be content-specific; 
generic bans on the operation of certain sites and systems are 
not compatible with paragraph 3. It is also inconsistent with 
paragraph 3 to prohibit a site or an information dissemination 
system from publishing material solely on the basis that it 
may be critical of the government or the political social system 
espoused by the government.”15

Additionally,  at the end of November 2019, several UN Special Rapporteurs 
released a statement expressing “grave concern” over the disconnections.16 

However, the Iranian state authorities erroneously reinterpret their human rights 
obligations. The Minister of Information and Communications Technology 
(ICT) has indicated that authorities have a right to enact shutdowns, through 
their membership and adherence to the regulations of the International 
Telecommunication Union (ITU): 

The International Telecommunications Union, which we are 
attached to, in their constitution’s Article 34, second line, accept 
this as law, however this law is in need of clear transparent 
procedures, especially so businesses and entrepreneurs are 
aware of what such emergencies are.” 17

The ITU Constitution does leave room for countries to justify shutdowns, which 
is fundamentally at odds with the human rights norms outlined above. Article 
34 and 35 of the ITU Constitution gives states the right to cut off access to 
telecommunication services or “international telecommunication services” if they 
prove “dangerous to the security of the State.”18

Regardless of the ITU Constitution, states must be held accountable for their 
human rights violations. The values set out in the ITU’s own strategic plan include 
a recognition of the “overarching pre-eminence of human rights,” including 
the rights to freedom of expression and privacy.19 At the same time, the ITU 
Constitution requires any member states, including Iran, who undertake the 
“stoppage of telecommunication,” such as an Internet shutdown, to meet certain 
criteria, which includes informing the ITU and other members about the action.20 
This is a minimum requirement for transparency and accountability, which Iran 
has failed to follow.
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Chapter 1: The anatomy of 
the shutdown

No Network Found

404
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IMPACT OF THE SHUTDOWN 

At midnight on 15 November 2019, the Iranian Government surprised the nation by 
implementing new fuel rations and increasing the price by 50% for rationed fuel and 
300% for free market fuel. 

This sparked almost immediate national social unrest and a heavy-handed 
response from Iran’s armed security forces. The first night of protests saw at least 
six deaths of protesters at the hands of Iranian authorities.21 

Between Saturday 16 November and Thursday 21 November 2019, a nationwide 
Internet shutdown only enabled 4–7% connectivity.22 Most Internet connections to 
the global Internet on Iran’s mobile carriers did not come back on until Wednesday 
27 November. 

It is important to note that many government officials argue that a “shutdown” 
never occurred because of the access to services on the domestic network of the 
NIN.23 Despite the availability of access to NIN services, ARTICLE 19 recognises the 
loss of access to the global Internet as an Internet shutdown.

Iran implemented this shutdown with the cooperation of Iran’s various Internet 
Service Providers (ISPs). ISPs received a notice from Iran’s Communication 
Regulatory Authority (CRA), the regulatory body responsible for executing 
censorship and other Internet policies in Iran under the auspices of the Ministry of 
ICT. Such national security orders are mandatory and never challenged by ISPs, as 
mandated by Iran’s vague national security laws.

It is not a coincidence that access to most of the Internet was lost as state violence 
started to increase. These disconnections meant three things:

1. Mobilisation for protests became severely limited because the type of 
communication that was occurring across Waze (the crowdsourced 
navigation application), messenger applications, and social media was 
banned. It could also lead to direct persecution if noticed on controlled 
services on the NIN, which are monitored by authorities. 

2. The violence could not be properly documented or the documentation 
shared. This, therefore, could not inspire outrage or action from national 
and international audiences. Viral images of state violence, such as 2009’s 
video of the killing of the peaceful protester Neda Agha Soltan, have massive 
symbolic power to affect hearts and minds inside and outside the country.24 

3. It became easy for the state authorities to manipulate the narrative of 
what was happening around the protests and explain violence without 
incriminating the state, especially as the Internet shutdown was 
implemented alongside intermittent satellite TV jamming.25
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16 NOVEMBER 2019

Figure 1: A user on an MCI data 
plan loses mobile connectivity at 
15:00 on the first day of protests in 
Tehran.

A TIMELINE

Figure 2: Screen captures from 
Tehran-based Waze users sharing 
information on where to park cars 
for protests on the afternoon of 16 
November.

• Users started organising meeting 
points for street protests on Waze, 
the crowdsourced navigation 
application, and social media 
platforms like WhatsApp, Telegram, 
and Twitter.

• The first screen capture in Figure 2 
shows a user sharing their location 
for protesting and writing “screw 
the regime.”

• The second screen capture shows 
a user indicating his location in 
the middle of the street and writing 
“wild things, turn off your cars 
and go play in the snow with your 
families until they bring the price 
back down.”

• The third screen capture shows a 
user indicating to “turn off [cars] so 
they bring down the price.”

• In the early hours of 16 November 
2019, the first reports began to 
arrive that the Internet had been cut 
off in cities like Ahvaz in southwest 
Iran, where protests had been most 
pronounced.26

• Semi-state-owned MCI and Irancell, 
the largest mobile operators in the 
country, disconnected their cellular 
data connectivity on 16 November in 
an unprecedented move (Figure 1). 
Soon ISPs would disconnect home 
broadband connections.

• Immediately before the Internet was 
shut off in Tehran, reports from the 
city indicated increasing protest 
mobilisation.
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Figure 3: Google Maps image of 
traffic jams caused by protests on 
16 November. 

• Google Maps (Figure 3) illustrates 
the scale of demonstrations. Traffic 
jams, caused mostly by parked-car 
protests, reached almost all major 
highways and streets, locking down 
most road traffic.

17 NOVEMBER 2019
• Disconnections occurred across the 

majority of Iran’s ISPs, cutting off 
most links by 17 November around 
14:00 (Figure 4).

18-24  NOVEMBER 2019
• The Internet remained disconnected 

across the entire country for the 
next six days, and for longer in 
parts where unrest did not subside 
for the next 10 days.

• Many platforms and government 
services that operate or are 
available through the NIN 
remained online. Despite some 
initial technical glitches, most of 
these NIN services were working 
throughout the shutdown.

!

!

Figure 4: The impact on the 
network from Oracle’s Internet 
Intelligence data.28 

Amnesty documented 78 deaths on 17 
November.29

Amnesty documented 100 deaths on 16 
November.27
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• Snapp’s Uber-like app, online taxi 
app, Tap30, and local navigation and 
messaging apps, such as Balad and 
Soroush messenger, were offered 
through the NIN and were accessible.

• However, there were some gaps, 
for example Iran does not have a 
functional domestic search engine 
(see Chapter 2). In a hasty move, 
ISPs launched a directory website of 
all domestic services and sent SMS 
messages to some mobile users to 
inform them of this directory.

20  NOVEMBER 2019

Figure 5: SMS with 
instructions on reconnecting 
the country (see translation 
on page 21).*

• ISPs (see Chapter 3) received a notice 
from the CRA to start phasing in 
reconnections.

• Figure 5 shows an SMS message sent 
to an Iranian ISP on instructions on 
how to reconnect the country (source 
wishes to remain anonymous). The 
source indicated that other ISPs 
received the same instructions.

1. The economic need to reconnect 
to the global Internet. The notice 
described these “economic priority” 
organisations as “companies, service 
offices, businesses, universities, 
research organisations, religious 
organisations, government offices, 
police forces, start-ups news agencies, 
newspapers and needed websites.” 

2. Was the area being reconnected 
within one of the zones of unrest. 
Zones of unrest included Shiraz city, 
Khuzestan Province, Alborz Province, 
and cities west of Tehran.

• Khuzestan, Sistan, and Balochistan 
Provinces only came back online a 
couple weeks after the rest of the 
country because protests continued in 
these regions.30
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25 NOVEMBER 2019
• ISPs started to appear online 

again (Figure 6).

Figure 6: Iran’s ISPs resume 
majority connectivity by 25 
November 2019 (from RIPE STAT).

27 NOVEMBER 2019 • All ISPs were back online, 
operating and reconnecting 
Iranian users to international 
Internet services.

A text message sent to an employee of an ISP provider about the different “phases” of 
reconnection. Translation of the text: “Hello, These are the guidelines you need to read. 
Phase 1 of Internet reconnections: Operators can connect users which are 1 of the 
following categories to the Internet: companies, service offices, businesses, universities, 
research organisations, religious organisations, government offices, police forces, start-
ups news agencies, newspapers and needed websites (excluding users in Shiraz city, 
Khuzestan province, Alborz province, cities in west of Tehran) [There is some ambiguity 
over who sent these notices. In normal times TIC handles issues related to online 
censorship. The CRA may have transmitted orders to ISPs during Nov protests.]. They 
should use static IP address ranges and they should announce their IP addresses to the 
centre for network security. Important note from technical implementation perspective: 
they should only whitelist allowed cities w/ static IP range and remove the nonallowed 
cities with static IP range and remove the non-allowed cities from the whitelist. For 
example, Tabriz university has permission to connect but Ahwaz university doesn’t have 
the permission. To clarify home users with or without static IPs don't have the permission 
to connect. Important note: due to the fact that higher level operators can't determine 
downstream operator's user use cases, they can whitelist all the static IP ranges of the 
downstream ISP with a contract in place that they will apply the right policy.”

*
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Chapter 2: The National 
Information Network and 
shutdowns
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Iran is not the only country that imposes Internet shutdowns. The length and scale 
of the November shutdowns have been outmatched by the July 2020 Ethiopian 
shutdowns, as well as continuous disconnections in parts of Myanmar. Both 
Myanmar’s and Ethiopia’s shutdowns were longer than Iran’s, but Ethiopia’s 
affected a larger population.31 

However, Iran is unique in implementing a backup system of connection through 
the NIN. Iran’s development of the NIN,32 which was prioritised by governments 
following the 2009 protests, has been one of the reasons why nationwide 
shutdowns have become an effective tool to suppress protest. 

Shutdowns are generally costly for countries, resulting in losses that can be 
equivalent to millions of US dollars due to services that are no longer accessible 
or the loss of communication with global partners and supply chains.33 Shutdowns 
become less expensive for Iran, however, as more services become reliant on the 
national infrastructure hosted on the NIN.34 

Protests in December 2017 and January 2018 triggered some of Iran’s first 
shutdowns, but even then there was assurance that core government and financial 
services in Iran would remain online on the NIN. This pattern looks to continue, 
and even deepen, as increased reliance on the NIN is fostered among services and 
users.

WHAT IS THE NIN?

In 2012, Iran initiated the development of a NIN,  a domestic Internet infrastructure 
hosted inside Iran, with the aim of being secure from foreign attacks, but may 
potentially be disconnected from the global Internet.

Elements of the NIN have already been launched, including national infrastructure 
for banking and payment methods. The existence of the NIN has not yet resulted in 
long-term disconnection from the global Internet, but it has been a short-term tool 
to support shutdowns during protests and unrest.

The NIN allows authorities to monitor content based on political, cultural, and 
religious criteria. This bolsters current violations of freedom of expression and 
access to information inherent in Iran’s system of controls. Furthermore, the 
monitoring and oversight of data and traffic on this network undermines data 
protection and the right to privacy for Iranian users.  

Concerns about the long-term aspirations of this project have grown in recent years 
due to increasing efforts by the authorities to drive Internet users in Iran towards 
domestic platforms, while reducing access to and reliance on content and services 
available through the global Internet.

In January 2019, the government announced a planned “experiment in 
disconnecting the Internet” designed to test the robustness of its domestic 
financial payment infrastructure. However, the experiment was called off in 
response to widespread opposition.
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In May 2019, the Minister of ICT noted: “We are preparing for scenarios where the 
global Internet will be cut off [by the US].”35 Sources within the US Government 
have repeatedly denied they would “cut off” Iran by preventing companies that 
provide international terrestrial or submarine networks from enabling international 
connections with Iranian ISPs.  

ISPs are already required to cooperate and hand over data to government 
authorities, especially to institutions known for conducting monitoring and 
surveillance, such as the Ministry of Intelligence, Iran’s Cyber Police (FATA), and 
the Islamic Revolutionary Guard Corps (IRGC) – including their particular cyber 
institutions Gerdab and/or their security arms, IRGC Intelligence Organization and 
IRGC Intelligence Protection Organization.

The NIN will bolster the capabilities of repressive institutions if users become 
reliant on their services for all aspects of their day-to-day lives. Institutions like the 
IRGC are widely known to partake in monitoring projects and surveilling telephone 
calls, social media accounts, and hacking into emails to persecute activists, 
journalists, and human rights defenders. 

These concerns have been further exacerbated by new bills on data protection 
and social media that will create legal frameworks to further control and monitor 
Internet data, as well as placing content and services in the hands of regulators and 
authorities, and onto the NIN. 

USERS DRIVEN TO LOCAL SERVICES

Strengthening local platforms and driving local users towards them is central to the 
NIN strategy. This has included efforts to undermine net neutrality by allowing and, 
in some instances, ordering ISPs to subsidise the use of domestic platforms.36

Ultimately, pushing users to use domestic services strengthens the government’s 
control over content, surveillance, and monitoring capabilities, and raises concerns 
for the protection of the right to privacy and freedom of expression.

That push is not an easy one, however. Despite state subsidies and massive 
publicity and effort to bring users of encrypted messenger Telegram to the Islamic 
Republic of Iran Broadcasting (IRIB)-developed Soroush messenger, this has been 
a failed project.37 Although Telegram has been banned in Iran, users have largely 
remained on Telegram, and partially migrated to WhatsApp. All statistics show that 
foreign platforms are Iran’s most used messenger applications.38 

Several “domestic” search engines have been launched in Iran, especially during 
the administration of Mahmoud Ahmadinejad. However, these services typically 
use Google Search to find results and then display them according to the content 
regulations in Iran.39 Most of these services crashed during the shutdowns.40

Video-sharing application Aparat is one of the few national platforms that has 
succeeded, due to a strong boost by subsidised domestic video streaming costs 
and the cost of using mobile data on foreign video streaming.41 



25

Previous localisation efforts have included state incentives for Iranian software 
developers to build messaging applications to rival foreign ones. Developers have 
been rewarded on the basis of their numbers of users.42 

There have also been institutional requirements to follow updates about university 
programmes or government departments that communicate privately or publicly 
through national messengers such as the IRIB’s messenger Soroush.43 However, 
most flout this rule, including members of the Ministry of ICT who are well known to 
communicate with associates and journalists through Telegram.44

During the Internet shutdown, many users reported an increase in the advertising 
for Iran’s version of Waze, called Balad. The Iranian app works with similar 
crowdsourced reporting features as Waze, but is hosted on the NIN and subject to 
government oversight and monitoring. The advertisements took advantage of the 
nature of the shutdowns and the ongoing availability of platforms on the NIN, and 
emphasised that Waze was offline but Balad was working.45 

THE ROLE OF US SANCTIONS

Limits on online expression, and privacy more generally, have been exacerbated 
by the impact of a decade of sanctions against Iran. Imposition of sanctions by 
the US is also among the reasons given for the launch and development of the 
NIN.46 The problems that sanctions have created are three-fold. First, they create 
severe limitations in terms of services Iranians can access. Second, they provide 
additional excuses for the government to tighten and centralise control over the 
Internet under unmerited fears the US “will cut all access to the global Internet” 
because of sanctions; and third, the economic isolation caused by sanctions 
incentivises authorities to further isolate the Internet.

Sanctions have impelled Iranian authorities to develop an Internet infrastructure 
that is neither reliant on nor vulnerable to the predominantly US technical 
foundations and ownership of the global Internet. Although this US-based 
ownership is tied to private industry and not directly the US Government, these 
US companies are prevented from providing services within Iran because of US 
Government sanctions. 

Iranian officials express concern that Iran could be disconnected from the global 
Internet at infrastructural level (global land and submarine cables) by the US. 
Although this is a claim denied by US Government officials,47 it has been used as a 
justification to continue to strengthen and expand the NIN by Iranian officials, such 
as Minister of ICT Azari Jahromi.48 In May 2019, Jahromi announced the creation 
of a working group to discuss different scenarios and strategies to counter US 
sanctions that block Iranians from key Internet infrastructure.49 
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In March 2010, the Ministry of ICT declared that all public organisations or legal 
entities50 should relocate their websites to domestic hosts within six months, 
although the process to migrate websites was already underway because of 
sanctions. Information technology and hosting services for “.ir” domains were 
included in the US sanctions against Iran, which led US companies to discontinue 
their hosting services for “.ir” websites before this policy.51 This meant that not only 
public organisations had to have national hosting, but because of US sanctions, 
any URL containing an “.ir” domain would now turn to national alternatives.52 
US sanctions indirectly provide the groundwork and ammunition for increased 
implementation of the NIN, partly as a result of necessity and partly by playing 
into Iranian governmental propaganda regarding vulnerability to outside forces, 
justifying intensification for NIN implementation.53 Sanctions are thus helping with 
the overall project of undermining access to a free Internet and, as a result, freedom 
of expression.

Government blocking and filtering can be circumvented by the use of technical 
tools, which many Iranians do use. However, many of these tools are hosted 
on services such as Github, Amazon Cloud, and Google Cloud, which are not 
accessible due to sanctions. 

For example, DigitalOcean and Amazon Web Services (AWS), two major US cloud 
infrastructure providers, are blocked in Iran because of sanctions, meaning that 
Lantern, a circumvention tool that relies on those infrastructures, have been 
temporarily blocked in the past.54

Limited access to these services forces an increased reliance on unsafe hosting 
and circumvention tools, which compromise users’ data and security and result in 
developers relying on national services and infrastructures hosted on the NIN.

The potential for the US to cut off Iran’s access to the global Internet is disputed 
and unclear, even according to the Iranian Government’s own rhetoric. Jahromi’s 
May 2019 comments about the possibility of the US sanctioning the global Internet 
were in stark contrast with his stance a year earlier, when he publicly contested 
the claims of Brigadier General Gholamreza Jalali (head of the Passive Defence 
Organisation of Iran) that: “The US can shut down Iran’s Internet.”55 

In response, Jahromi said, “Access to the Internet is not controlled by anyone.56 You 
can’t say that the US controls the Internet and can cut Iran off.” His comments were 
echoed by his deputy Amir Nazemi who argued: “The US sanctioning the Internet” 
would be a far-fetched scenario.57 

The shift in Jahromi’s rhetoric highlights a historic pattern. Some factions of 
the establishment have disposed of their more moderate stances in response to 
tightened sanctions and increased isolation of Iran from the global community.

The Minister has also cited the policies of Apple and Google to partially block 
Iranians from their services as a reason to further bolster the NIN. In March 2018, 
Apple made the decision to completely block access to its App Store in Iran58. 
Access to the App Store was later restored for iOS users.59 
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Furthermore, in March 2019 Apple started removing applications associated with 
developers in Iran. Google had already blocked its App Engine and other services 
on its Cloud Platform to users in Iran60 and AWS has blocked parts of its services 
that it fears infringes on business or financial transactions from Iran.61 

The aim of punishing Iran through economic isolation using sanctions is having 
repercussions on online freedoms. ARTICLE 19 believes the correlation between 
international trade and Internet freedom is clearer than ever: the NIN is successful 
in reducing costs to shutdowns only if businesses and transactions do not use 
foreign platforms and cooperation. Iran’s economic isolation therefore reduces 
the costs of shutdowns and encourages further Internet isolation, as well as using 
Internet shutdowns as a tool of repression.

In addition, because so many businesses, start-ups, and corporations rely on 
communication and trade with international partners, the government and the 
people still experienced losses during the shutdown, despite the connections and 
platforms of the NIN.62 

Although priority for reconnection was given to business and entities that 
contributed to the economy, serious economic losses had already been sustained 
(see Chapter 1). Several officials within the Ministry of ICT published op-eds in 
local outlets, highlighting the economic impact of the shutdown and advocating 
the creation of a white list to curtail any impact of possible future shutdowns on 
businesses.63 

PROPOSED BILL COULD FURTHER NATIONALISE INFRASTRUCTURE 
AND DATA 

Proposed and existing laws in Iran threaten to limit connectivity even further. 
Localisation of data, content, and Internet traffic to domestic platforms will have a 
detrimental effect on the diversity of content available online in Iran, as well as on 
the rights to freedom of expression and privacy. 

Data localisation laws have been used in a number of jurisdictions as a pretext to 
limit access to social media platforms and attempt to control the data of users 
in their territories. In Russia, they have used data localisation to censor non-
complying platforms such as LinkedIn and impose fines on others such as Twitter 
and Facebook.64 In the US, national security concerns over Chinese-owned social 
media companies has also become a question for data localisation.65 

Forced data localisation makes it easier for authorities to access private 
communications. This is concerning in a country such as Iran where laws 
threaten privacy and the protection of individuals online. The processing of 
user data is undermined by the oversight powers given to authorities and the 
development of local applications without privacy protections (encryption is 
illegal according to Article 10 of Iran’s CCL). 

The “Preservation and Protection of Personal Data Bill” was introduced in July 
2018. It reflects policies released by the SCC in 2017, which had the explicit aim of 
nationalising Internet infrastructure in Iran.66 
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In May 2018, the Minister of ICT, Azari Jahromi, announced that his ministry 
welcomed the EU’s General Data Protection Regulation (GDPR).67 He promised to 
launch a data protection bill for Iran and engage in “constructive talks with the EU 
about mutual legal and technical assistance.” 

The Bill purports to protect the rights of individuals to have their personal data 
protected, but instead it is likely to enable further surveillance and censorship, 
reducing the availability of foreign-owned apps and social media platforms. It will 
thus increase reliance on less secure Iranian technologies hosted on the NIN.68 The 
Bill applies to both private and public bodies, including the government, when they 
are collecting and processing personal data.

The current text is weak in many respects. For example, there is a total lack of data 
protection principles, including unclear material and territorial scope, a lack of an 
exemption for processing in the context of journalistic activity, weak access rights 
for the data subject, and a non-independent Data Protection Commission. 

The most concerning part of the Bill is Article 34, which states that all social media 
and Internet services must store their data in Iran or foreign data centres approved 
by Iran (or be subject to blocking). Data localisation is a big step towards a national 
Internet infrastructure.

LACK OF TRANSPARENCY AROUND SHUTDOWNS AND THE NIN

Following the shutdowns, Iranian authorities made various statements about 
the role of the NIN in the shutdowns. Confusion remains over many of these 
statements, which seem to contradict one another. None of the statements admit 
responsibility or create space for accountability in relation to the shutdown. 

At the end of November, UN Special Rapporteurs released a statement expressing 
“grave concern” about Iran’s Internet shutdowns.69 

The spokesperson for Iran’s High Council for Human Rights responded by 
claiming no such infringement on access to the Internet or freedom of expression 
had occurred, because every Iranian had access to the NIN, which contains 
communication and information.70 Iran’s High Council is part of the judicial system, 
generally a hard-liner institution, which is behind many of the existing policies and 
legal notices for censorship. 

This position is at odds with how the Rouhani government has framed the issue. 
Both President Rouhani and Minister of ICT Jahromi have claimed that their active 
development of the NIN throughout this administration has not meant an intention 
to disconnect entirely from the global Internet. 

The Minister of ICT recognised the disconnections from the global Internet as a 
shutdown, which contradicted the stance of Iran’s High Council for Human Rights. 
The Minister of ICT has even gone as far as to personally apologise to Iranians for 
the disconnections, while assuring that the development of the NIN does not mean 
Internet shutdowns.71
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In December 2019, Rouhani addressed parliament, declaring: “the National 
Information Network will be strengthened so people will not need foreign networks 
to meet their needs.”72 Given Iran’s lack of success in migrating Iranians to national 
alternatives from foreign platforms, this was seen as a declaration of potential 
enforcement measures and as “shutting” down access to foreign platforms. 

Rouhani’s Communications Deputy later clarified:

Speaking about the expansion of the National Information Network 
and independence in cyberspace does not mean shutting down 
the Internet and living in the Stone Age. The two (NIN and Internet) 
are complementary. Saying we must cut connections with the 
[outside] world is a sign of inability to understand life in a world of 
networks.” 73

In the current framework, the Supreme National Security Council (SNSC) or its 
subsidiaries order shutdowns. The Minister of ICT and his deputies have suggested 
that shutdowns should only be implemented after a parliamentary vote, as opposed 
to the arbitrary decision of the SNSC.74 

The Ministry officials declared they were writing a bill for these changes, but there 
has been no update since December 2019. The proposed idea for such a bill has 
given rise to severe concerns about the normalisation of states giving themselves 
the option to “shutdown” the Internet (see Chapter 4).
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Chapter 3: Iran’s Internet 
infrastructure
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In this chapter, we try to understand the system of Iran’s Internet infrastructure 
of control that enables complete authority to implement a shutdown. Despite 
popular opinion that an off switch existed to shut down the international Internet 
connection, the government maintained some connections while the rest of the 
country was shut down. In this section, we delve into the system of control that was 
built during the November 2019 shutdown, and has since evolved. Despite a move 
towards some infrastructural decentralisation, the system of control remains intact. 
We consider the potential positive outcomes for moves to privatise and decentralise 
more of the country’s Internet infrastructure. However, ARTICLE 19 believes that the 
regulatory mechanisms in place (see Chapter 4) will mean these positive outcomes 
are impossible. 

ISPS, GATEWAYS, AND SHUTDOWNS

International gateways provide access to international terrestrial, submarine, and 
satellite systems, and they also manage incoming and outgoing international voice 
and data traffic. 

Without international gateways, the Iranian network cannot access the services 
of the global Internet. International gateways, however, are not required to access 
services on the NIN.

At the time of the shutdowns, all Iran’s ISPs were connected to five international 
gateways, operating through two entities. These gateways were run by the 
Institute for Research, and Fundamental Sciences (IPM) as part of the Ministry 
of Science, Research, and Technology, and also the Telecommunication 
Infrastructure Company (TIC), which sits under the Ministry of ICT, and oversees IP 
communication infrastructure across the country.

Access to the global Internet was centralised to two government-controlled 
gateways. The two gateways (in November 2019) were the only access points for all 
international traffic and IP capacity and connectivity services in the country. 

The UN Economic and Social Commission for Asia and the Pacific defined Iran’s 
system of operating its international gateways as a “government monopoly”; most 
countries operate access to the gateways via open competition among private 
companies.

Despite this centralisation, the shutdown was not carried out by shutting down the 
gateways themselves. Instead, and to avoid destructive and costly disconnection, 
individual ISPs, who are beholden to the central government, were ordered to shut 
down. In other words, despite having the ability to use an ‘off switch’ to cut off 
international traffic, the government opted to systematically exercise their authority 
over multiple ISPs.

Disconnection and reconnection of ISPs were determined at the top level by the 
National Security Council (NSC), which is a branch of the SNSC, down through 
to the Ministry of ICT. Some ambiguity has been created by the Ministry of ICT 
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who has indicated the order went straight from the NSC to the ISPs, without the 
Ministry’s involvement. Although officials publicly declared the NSC responsible, it 
cannot be independently confirmed that the order was not issued by the SNSC itself 
(see Chapter 4).

THE STRUCTURE OF CONNECTION IN IRAN

The majority of connections on the map for Iran’s infrastructure during the 
shutdowns are domestic ISPs, which connect homes, mobile networks, and 
institutions to domestic and international networks. This is the first layer of 
providers that are connected directly to the international gateways (see Figure A1.1 
in Annex 1).

There were five gateways interconnecting, or peering, to privately owned 
international transit providers, which are foreign companies providing international 
connectivity from the exterior to Iran’s national network. A second layer of smaller 
ISPs connect the first layer of providers (see Figure A1.1 in Annex 1). 

TWO ENTITIES CONTROLLING INTERNATIONAL GATEWAYS: TIC AND 
IPM

The IPM International Gateway, which provides access to the global Internet for 
research and educational institutes, largely stayed online throughout the November 
2019 shutdown, or experienced shorter or intermittent periods of disconnection.75

Internet users normally connect to the Internet through ISPs, which are then 
connected through the TIC Gateway. Although the notice sent to an ISP in Figure 5 
is an example of notices sent to ISPs connected through the TIC gateway, the IPM 
gateway was regulated mainly through the institute’s own systems. 

Testimonies from university faculties and students attest to a wide variety of 
experiences of access and disconnection (Figure 7). For example, students at 
Shahid Beheshti reported regular access to the Internet, except for a period of minor 
disruption during the national shutdown. 

The University of Tehran’s dormitories only had their Internet cut off a few days into 
the nationwide shutdown, while students at Sharif University reported their Internet 
connections were cut off the same day as the nationwide shutdowns were imposed. 
Many students at the University of Tehran believe that their (much more) active 
and vocal student body was the reason they were kept online because university 
authorities feared protests or unrest.

Access to the Internet for these two universities was largely reinstated on 21 
November, four days before the majority of the country started to come back online. 
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       University         Disconnected Reconnected

Connections cut on 15 November 23 November

Connections cut on 15 November 21 November

Connections cut on 15 November 25 November 

Never disconnected. Instagram 
and Telegram connected 
throughout the shutdown. 
Students only experienced a 
decline in the quality of services. 

Disruptions, but certain proxies 
were connecting students to all 
international services.

Figure 7: Disconnections and interruptions at various Iranian universities.

Kerman University of 
Medical Sciences

Isfahan University of 
Technology

Shahid Bahonar 
University of Kerman

Shahid Beheshti 
University (Tehran)

Shiraz University of 
Technology
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DECENTRALISING ACCESS: CHANGES SINCE NOVEMBER 2019

The centralised infrastructure that existed in November no longer exists. ISPs no 
longer rely on the two government-controlled Internet gateways, TIC and IPM. They  
now have the option to connect directly or via other intermediaries that are not 
owned by the state (Figure A1.2).76 

The decentralisation of the Iranian network’s access to the global Internet means 
that different interest groups can play a role in developing and controlling Iran’s 
communication infrastructure, while gaining access to the market and user data. 
Although these new stakeholders are not having an immediate impact on the nature 
of Internet policy and censorship mechanisms, they will be carving out a space for 
themselves for policy considerations in the future. 

The smaller nodes in Figure A1.3 in Annex 1 are companies that have recently 
managed to establish international connections directly from their own networks. 
Permits for ISPs or organisations (Iranian AS) to directly connect with foreign- 
owned terrestrial, submarine, or satellite connections at the IP level (where the 
physical connection of the cables are still administered by the TIC) are a recent 
government decision, along with an increase in direct foreign connections and 
gateways.  

These connections were not permitted in the past, and there has been no direct 
announcement of the change or explicit government policy shift in allowing these 
permits. Business insiders and technology journalists in Iran to whom ARTICLE 19 
spoke had no insight into this policy shift.

WHY DECENTRALISE? 

Although the system of decision-making and authority is still centralised, and 
censorship mechanisms remain extremely strong, this infrastructure-level 
decentralisation means more stakeholders are involved in the process of Internet 
administration. The breakdown of Iran’s monopoly over telecommunications was 
not made with freedom of expression in mind, nor has the decentralisation led to 
immediate improvements for online freedoms.

However, creating more stakeholders through the existence of new private 
telecommunication entities, who rely on the Internet not being disrupted or shut 
down, is an important move in ensuring there are vested interests to prevent 
further shutdowns. The economic incentives in maintaining these international 
connections are vast and profitable for the national economy. 

There are three probable reasons for this move towards decentralisation of access 
to Internet gateways: 

1. It may be a response to US financial sanctions, which make it difficult for 
government entities to buy connectivity capacity from international companies 
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serving at gateways. International companies that run the terrestrial, submarine, 
or satellite connections that connect to the international Internet may have 
difficulty or are reluctant to create new contracts with Iranian companies. Since 
these private ISPs or other network operators are not directly state-owned, they 
have more flexibility for international contracts and payments. 

2. This shift may be occurring because the former level of centralisation was 
unsustainable, and the TIC and IPM simply did not have the capacity to run and 
oversee all the nation’s gateways. 

3. It may be part of a strategy by the Ministry of ICT to break monopolies 
in Iran’s communications market, including the monopoly held by the 
Telecommunication Company of Iran (TCI) (see below).

BREAKING TCI’S MONOPOLY

The TCI should be distinguished from the TIC. The TIC, which is controlled by 
the Ministry of ICT, establishes and regulates the communication infrastructure, 
whereas TCI is a semi-state-owned communication operator with an unchallenged 
monopoly over landline services, as well as selling broadband services and offering 
mobile connectivity through its subsidiary MCI (see Glossary).

Addressing the Iranian Parliament in June 2020, Minister of ICT Azari Jahromi 
blamed the TCI’s monopoly on landline communications for disruptions in 
communication services following the Covid-19 outbreak and a surge in unmet 
demand for services.77 He also explained the need for private companies to be 
allowed to play a more active role in expanding and employing the communication 
infrastructure. 

This was echoed by his deputy Hamid Fatahi, who also serves as head of the TIC. 
Fatahi blamed the TCI for “disruptions in Internet services.” He claimed that the 
government-controlled TCI “has no control” over some Internet service disruptions 
and that the TCI’s monopoly had disrupted expansion plans.78

Despite a CRA mandate for the TCI to share its network infrastructure with local 
ISPs79 and Jahromi’s announcement that they had agreed to do so (meaning that all 
private ISPs would be able to offer services through TCI’s fibre-optic network),80 the 
TCI is still the sole provider of landline Internet services in many areas in Iran.

Since 2017 – the beginning of Jahromi’s tenure as Minister of ICT – the Ministry 
has been pushing for network decentralisation, not merely for access to 
gateways but also for opportunities for smaller and private companies to offer 
communication services, in addition to making the direct international connections 
(or “peerings” in technical terms).81 

The Ministry of ICT has also encouraged ISPs to merge. Jahromi argues, “Mergers 
and acquisitions between local ISPs will enable private businesses to cut costs, 
raise funds, and compete with TCI.” Jahromi has suggested that the CRA provides 
incentives; however, it is not clear what they might be. In 2017, and during Jahromi’s 
tenure, HiWeb acquired Pars Online in a move promoted under this policy.82 
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The merging of ISPs constitutes a major departure from the type of centralisation 
seen in November 2019. Some of these new international connections are through 
major private ISPs in Iran, which hold a Fixed Communication Provider (FCP) license 
from the CRA.83 

According to sources within Iran’s ISP sector who spoke to ARTICLE 19 (who wished 
to remain anonymous), private companies have become interested in purchasing 
more capacity to provide more Internet traffic for users. For the first time in 20 
years, Iranian authorities have allowed private companies to directly peer with 
international networks. 

DECENTRALISATION CAUSES TENSION

This move towards decentralisation has caused tension between state agencies, 
and local media in Iran have been reporting ongoing disputes between the Ministry 
of ICT and entities aligned with the IRGC.84 

This dispute boils down to a fight over control over the network, in addition to 
profiting from a bigger share of revenues generated by communication companies. 
Although the dispute might sometimes be framed by the Ministry of ICT, and 
especially the concerted PR by Minister Azari Jahromi, as being pro-rights, Jahromi 
is affiliated with the Intelligence Ministry, which has long been known for abusing 
rights, including allegations against the Minister himself.85 The dispute is more 
along the lines of who has access to profits, resources, such as data for social 
engineering,86 or control over spectrum frequencies that could help develop 5G 
infrastructure.87 Iran’s telecommunication sector takes up an increasing portion 
of the nation’s gross domestic product each year, with the market size more than 
doubling in the last 10 years.88 Whomever controls this sector will have a massive 
role in shaping the future of Iran.

IRGC-owned Mobin Trust Consortium is TCI’s majority shareholder, with a 
36.99% stake in the company, followed by the government with 19.76%. TCI’s own 
subsidiary MCI holds a 2.17% share in its parent company.89 

Although there was an edict by Supreme Leader Ayatollah Khamenei in January 
2018 that the General Staff of the armed forces must give up the economic entities 
which they control that do not relate to their mission, this has been left up to broad 
interpretation.90 It has not prevented companies loosely or indirectly affiliated with 
the IRGC from owning these entities.91 

Furthermore, through lobbying MPs, the armed forces have tried to sideline 
the civilian government and increase their control over the network. The draft 
“Social Media Organisation” Bill, published in November 2018, proposed to cede 
control of the Internet gateways to the armed forces, removing it from the purview 
of the Ministry of ICT entirely. The Iranian Parliament’s research centre later 
recommended that the control of Iran’s Internet gateways be transferred to the 
SNSC instead of the armed forces. Either scenario would curtail the role of Iran’s 
elected officials and the civilian government in devising Internet policy. This 
would mean less accountability in terms of decisions taken to implement Internet 
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shutdowns or other censorship decisions, leaving more room to abuse the vague 
notions of “national security” to repress rights, especially freedom of expression in 
the case of the Internet, during protests.

ISPS ENACT GOVERNMENT CENSORSHIP

ISPs have their own connectivity with the outside world, but still form an active part 
of the systems of censorship and surveillance dictated by authorities.

Iran’s larger ISPs in the past few years are forced to buy Lawful Intercept (LI) 
equipment from the government and install it in their systems in order to be 
licensed by the CRA to operate.92 Relying on a “decentralised” system to implement 
the LI system to follow centralised control policies and decisions is a well-known 
tactic in countries with heavy surveillance and control tactics. 

In Russia, authorities use SORM (System for Operative Investigative Activities) to 
monitor traffic, implement blocking of content, and monitor the data that flows 
across their network.93 Iran has developed their monitoring systems in the same 
way. This system of data interception also sometimes creates inconsistencies in 
how censorship policies are applied, as some of these remote nodes in these ISPs 
do not get synced or updated at the same time.

For the smaller ISPs that do not have the resources and capacity to buy their own 
LI systems, network connectivity is achieved in conjunction with TIC technology. 
Transmissions rely on the TIC to implement the systems of censorship and 
surveillance while they receive the traffic through the international peerings 
(connections).94 

This, in effect, ensures that although they have a direct peering with a foreign ISP, 
the government can impose their censorship and surveillance through a system 
tied to the TIC as the network data is transmitted between the foreign connection 
and the smaller ISPs. 
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Chapter 4: Iran’s Internet 
decisions
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Although infrastructural changes have occurred since November 2019, the 
overall governance mechanisms that exist leave little hope for accountability 
and freedoms online. Ambiguity about the processes of Internet decisions are a 
hallmark of the overall governance system in Iran, as represented by our illustration 
of the decision-making flows in Figure 8. Different censorship events seem to 
elicit different routes, and there are no known protocols over what institutions are 
responsible for what decisions.  

For example, in 2009 when Twitter and Facebook were censored in the weeks 
leading up to the presidential elections, the Committee Charged with Determining 
Offensive Content (CCDOC) (before it was ratified into the 2009 CCL) was 
responsible for making that decision. The momentary shutdowns of the 2009 
protests stemmed from the SNSC.

ORDERING A SHUTDOWN

Under normal circumstances, and according to the CCL, filtering decisions have a 
legal framework.95 They should follow decisions made in the multi-agency body of 
the CCDOC, which is situated within the judicial rather than security branch.  

Shutdown decisions, meanwhile, have no clear legal framework, but only have 
precedent as occurring as national security decisions, which is why they are always 
made in the SNSC. According to the current precedent, the SNSC orders shutdowns, 
which are then implemented through to the Ministry of ICT. However, there is much 
ambiguity over where decisions originate in this multi-agency body. 

It has been confirmed that Internet shutdowns and filtering of Telegram and 
Instagram96 were ordered by the SNSC during the protests of December 2017 and 
January 2018. There was, however, added complexity to the decision process made 
in November 2019 when a subdivision of the SNSC – the NSC – was involved.



40 41

POWER STRUCTURES INVOLVED IN 
IRAN’S INTERNET DECISIONS 

Figure 8: Power structures involved in Iran's Internet decisions.
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INTERNET POLICY: WHERE DOES THE POWER LIE? 

Ambiguities in the CRA

The CRA has a direct role applying the various forms of technical censorship in 
Iran. Licensing and regulation are part of its typical mandate. There are, however, 
unwritten (but well-known) rules within Iran’s Internet network community; the 
reality is that their mandate goes beyond that.

The CRA has a division called the Office of Security of Communications Systems 
(OSCS) or                                     that network operators in the country (such as 
data centres, ISPs, and other large networks in the country) know by the name of 
network security or             .                

The staff who run this division directly overlap with current or previous staff of the 
Ministry of Intelligence.97 During his tenure working at the Ministry of Intelligence, 
Azari Jahromi was the head of this division (concurrent with his position as head of 
the TIC) before he became Minister of ICT. 

Jahromi’s current deputy minister and current head of TIC, Hamid Fatahi, now 
holds the post overseeing the OSCS within the CRA.98 Jahromi and his team within 
the Ministry of ICT are known to have strong ties and allegiance to the Ministry of 
Intelligence. 

This implicates the Minister and the entire Ministry of ICT in implementing the 
shutdown. 

The NSC and Internet policy

The NSC has been a subordinate subcommittee of the SNSC since 1989 and is led 
by the Minister of Interior.99 

The NSC had remained mostly uninvolved in Internet policy until November 2019, 
but it was named as being responsible for the fuel hikes that led to the protests and 
the subsequent decision to shut down the Internet.100 

Although the SNSC is chaired by the President, and is a multi-agency body with 
many members from the semi-elected government on the council, decisions taken 
by the SNSC are thought to originate from those close to the Supreme Leader. 

Members of the Rouhani Administration have been able to largely distance 
themselves from decisions made within the SNSC. For example, during previous 
protests, statements and announcements implied the responsibility behind the 
Internet disconnections and censorship did not come from their government. 

Statements by the Minister of ICT, however, indicated he was trying to restore 
connections to the temporary blocks on Telegram and Instagram in January 2018 
through the NSC, where he has some leverage, despite the decisions being made 
originally in the SNSC.101

اداره کل امنیت سیستم های ارتباطی

امنیت شبکه. 
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Less transparency than ever? 

There are major ambiguities related to the November 2019 shutdowns that make 
it hard to see who is ultimately responsible for this decision. Rouhani’s Minister 
of Interior ultimately made the decision over when and if the fuel hikes would 
occur through his chairmanship of the NSC. Two questions remain unanswered: 
who influenced the decision to shut down the Internet? And was the Rouhani 
Administration directly culpable?

Protests and much of the narrative demonstrating anger for the fuel hikes were 
directed at Rouhani’s Administration throughout the protests. However, Rouhani 
has (unsuccessfully) attempted to distance himself from the fuel decision, while 
acknowledging his Minister’s central role.102 

An anonymous Iranian journalist covering politics told us: 

November 2019 was the first time we heard of the name of the NSC 
as a real political player. The BBC article was helpful in illustrating 
the difference between the NSC and the SNSC for the first time. It’s 
believed the NSC was used during the 2019 protests specifically 
to use the Rouhani Administration as a scapegoat. It was used so 
the Supreme Leader and the larger SNSC could be distanced from 
the crackdown. Also, it indicated that the larger SNSC didn’t get 
involved in decisions related to the protests to signal it was not 
a significant event within the broader politics and history of the 
Islamic Republic.”103 

The price hikes originated from the SNSC or elements close to it, if not the office 
of the Supreme Leader himself. However, the Supreme Leader has purposefully 
distanced himself from the hikes, indicating he “does not interfere” in the 
decision-making processes.104 However, the administration, including the Minister 
of ICT, have tried to express their opposition, or at the very least distaste for the 
decision to shut down the Internet.105 

Within the SNSC, the decision to shut down the Internet would hypothetically have 
been taken with the counsel of the Minister of ICT, because as per Article 176 of 
the Constitution of the Islamic Republic of Iran, the Minister could have been called 
upon to offer his opinion on the decision.106 

The fact that there is no transparency and accountability in this decision-making 
process is a major issue within the laws and processes of Iran. Although the 
Minister of ICT was extremely vocal about his opposition to the shutdowns, he did 
not provide any clarity on his involvement at the NSC. 

During the 2017/18 protests, the SNSC was involved in the temporary censorship 
of Telegram and Instagram, and also in providing instructions to the CRA to 
disconnect global connections at various moments during the protests.107 

However, this also received conflicting reports by authorities about how it was 
implemented. Some say the SNSC or the NSC gave the directions to the Ministry of 
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ICT’s CRA, while other reports say those bodies directly contacted the ISPs to order 
the shutdowns. The decision to censor Telegram permanently in April 2018 came 
directly from Iran’s judicial system, as opposed to the multi-agency CCDOC.108 

As of June 2020, momentum has started to build within the newly elected majority 
hard-liner parliament to censor Instagram.109 If this decision does take place, it will 
be unprecedented in the history of Internet policy for such a decision to originate 
from parliament, and charts a new route for Internet decision-making in Iran (see 
the broken lines in Figure 8).110 

CHANGING THE RULES FOR ORDERING AN INTERNET SHUTDOWN? 

The Minister of ICT and his deputies have proposed to reform the system so that 
Internet shutdowns could only be implemented after a parliamentary vote, as 
opposed to an arbitrary decision of the SNSC.111 

The Ministry officials declared they were writing a bill for these changes, but there 
has been no update since December 2019. The proposed bill (which has yet to have 
a name or a draft) has given rise to severe concerns for freedom of expression and 
normalisation of states that will allow them to “shut down” the Internet through a 
vote. 
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ISLAMIC REPUBLIC OF IRAN

All state institutions responsible for decision-making and governance must 
recognise that the disconnection from the international Internet was an Internet 
shutdown incompatible with human rights law, and must ensure they do not reoccur. 

The Islamic Republic of Iran must complete a transparent and independent 
investigation into the shutdown and hold accountable those who were responsible 
for violating human rights. 

Iranian Ministry of ICT

The events of November 2019 are a serious violation of international human rights 
standards: those involved must be investigated and prosecuted and perpetrators 
and instigators brought to justice.  

The Minister of ICT, and all other relevant officials, must be transparently and 
independently investigated for their participation in the decision-making bodies that 
enacted the censorship and shutdowns.

The Ministry of ICT must ensure that Iran does not enact any form of Internet 
shutdowns and cannot justify such actions through the ITU Constitution or 
parliamentary votes. 

The Ministry must recognise such actions as violations of human rights, and 
especially freedom of expression within ICCPR, of which Iran is a signatory. 

The Ministry must continue its efforts to decentralise Iran’s Internet infrastructure, 
and facilitate the creation of a CRA that oversees Iran’s Internet governance 
according to international human rights standards. 

Supreme National Security Council

The SNSC must stop using national security as an excuse to infringe on the right 
to protest and the right to freedom of expression. The SNSC must stop ordering 
Internet shutdowns. The SNSC must transparently document the decisions to 
illustrate who is behind the opaque decision-making policies of the council, and 
highlight the differences that exist between who makes decisions in the SNSC 
and the NSC. The SNSC must publish information about composition and voting 
procedure within all its branches (SNSC or NSC). 

RECOMMENDATIONS
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Parliament

The parliament must pass laws that recognise access to the Internet as a human 
right. They must cease their ongoing discussions to block Internet applications 
such as Instagram. 

Judiciary

The judiciary must only restrict freedom of expression online in accordance 
with international freedom of expression standards. Restrictions should have a 
sufficiently clear basis in law, and be necessary and proportionate to a legitimate 
aim under the ICCPR. The judiciary must reverse their order to block Telegram from 
April 2018. 

Committee Charged with Determining Offensive Content

The CCDOC must reverse its order to censor Twitter and Facebook from 2009. It 
must refrain from making decisions to limit freedom of expression and access to 
information online, and must reform its mandate to tackle and remove offensive 
content that follows international standards for freedom of expression (i.e. content 
related to child pornography and cybercrime related to narcotics, fraud, or theft). 

EUROPEAN UNION 

The European External Action Service should engage in a dialogue with Iranian 
representatives. In particular, it should encourage Iran to reform its data protection 
regulations in line with international standards on privacy, including encouraging 
Iran to receive an adequacy decision through the GDPR. 

The EU Commission’s Units (i.e. Head of the International Data Flows and 
Protection Unit) responsible for enforcing GDPR should seek bilateral talks with 
the Islamic Republic of Iran to leverage the possibilities of data trade relationships 
through privacy and data protection reform.

UNITED STATES

The US should broaden the scope of General License D-1 within the Office of 
Foreign Assets Control (OFAC) in the Treasury Department to facilitate the export 
and provision of a wider range of services by US technology companies to Iran, 
such as through the Apple App store, or the Google Cloud Platform. 

The US needs to examine the effects of its Maximum Pressure policy. One of the 
most obvious results of economic isolation is incentivising Iranian authorities 
towards a closed Internet system, and diminishing the costs of shutdowns from the 
global Internet. The US must reverse these isolationist policies, which provide more 
reasons for Iran to continue its plans for implementing the NIN. 
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As the US Department of State develops its policies on Iran, and continues to 
espouse the values of Internet policy, it must recognise that although Iran remains 
connected economically to the rest of the world, it also has an incentive to remain 
digitally connected to the rest of the world.

US policies of maximum pressure preclude the possibility for Iran to develop 
mechanisms to be engaged in international trade, or keep its citizenry and private 
sector connected to the global Internet. 

TECHNOLOGY COMPANIES

US technology companies must recognise the centrality of their role in providing 
services within Iran. They must seek General License D-1 wherever possible, and 
offer both commercial and personal hosting in order to deliver secure hosting and 
platforms options within Iran (and prevent buy-in into the NIN). US technology 
companies must revisit all platforms they block inside Iran and work with OFAC to 
ensure whitelisting of their services to Iran. 

INTERNATIONAL TELECOMMUNICATIONS UNION

The ITU must ensure its members stay vigilant towards international human rights 
law. They must condemn Internet shutdowns in all their forms. 
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Figure A1.1: A map of Iran’s Internet infrastructure at the time of the Internet 
shutdowns – November 2019*.

*The five gateways that peer to international connections are the three blue nodes 
and two orange nodes at the center of the graph. 

AS34837 and AS35285 of IPM (also in orange) do not peer to international 
connections despite being part of the network.

ANNEX 1: IRAN’S INTERNET 
INFRASTRUCTURE 2019 AND 2020
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AS31549 RASANA - Aria Shatel Company Ltd

AS43415 Secure Infrastructure of Transnational Services Company PLC

AS58262 NRP-NETWORK - Negah Roshan Pars Company (PJS)

AS201999 Fanavari Serverpars Argham Gostar Company Ltd.

AS49666 TIC-GW-AS - Telecommunication Infrastructure Company

AS8674 NETNOD Internet Exchange i Sverige AB SE

AS25152 RОseaux IP EuropОens Network Coordination Centre (RIPE NCC) NL

AS12880 Information Technology Company (ITC)

AS25184 AFRANET – Afranet

AS41689 Asiatech Data Transmission Company

AS44244 Iran Cell Service and Communication Company

AS47188 Press TV Co.

AS48159 Telecommunication Infrastructure Company

AS64436 Rahkar Smart Land Solutions Co. Ltd

AS197207 Mobile Communication Company of Iran PLC

AS205647 AFAGH - Aria Shabakeh Afagh PJSC

AS60976 POL - Pars Online PJS

AS3177 Visparad Web Hosting Service LLC

AS25264 Afagh Andish Dadeh Pardis Co. Ltd

AS39368 Idehpardazan-e-Electronic-e-Javanan Co. (Ltd.)

AS41061 Iran Zamin Bank PJSC

AS47285 Patron Technology Persia Ltd

AS48551 Sindad Network Technology Ltd

AS50000 NET POUYESH SAMANEH PASARGAD ALVAND COMPANY(Ltd)

AS57474 Nazhin Sepahan IT and data processing plc

AS57687 Abazarhaye Farsi Shabakeh (Persian Tools) Co.,Ltd.

AS58152 Woshka Niknam

AS58222 Green Web Samaneh Novin Co Ltd

AS60178 Mohammad Sheikhe Sajadie

AS60320 Eli Gasht Air Travel & Tourism Services Company

AS60631 PARVASYSTEM - Pars Parva System Co. Ltd.

AS61173 Green Web Samaneh Novin Co Ltd

AS62137 Manzoomeh Negaran Co. (PJS)

AS197343 Toloe Rayaneh Loghman Educational and Cultural Co.

AS201295 Shabakeh Ertebatat Artak Towseeh Ltd

AS201691 Fannavari Etelaate Samane Kavoshgar Ide Ltd.

AS202269 BITCOMMAND – BitCommand DE

AS205217 Dadeh Pardaz Pouya-e Sharif

AS207796 Sourena Pardazesh Arya Software co. LLC

AS208072 Eligasht Air Travel & Tourist Services Company Limited

AS208161 PARSVDS - Pars Shabakeh Azarakhsh LLC

AS208555 MOBINHOST - Dade Pardazi Mobinhost Co Ltd

AS208593 Tosee Fan Afzar Tosan company

AS209782 Dade Pardazi Mobinhost Company Ltd

AS6736 IRANET-IPM - Institute for Research in Fundamental Sciences

AS5542 Ministry of Health, Treatment and Medical Education

AS12660 Sharif University of Technology

AS21341 Soroush Rasanheh Company Ltd

AS24707 Melli Pakhsh Faravardehay Nafti Iran PJSC

AS25306 IsIran

AS29068 University of Tehran Informatics Center

AS34592 Iranian Presidential Administration

AS34837 Institute for Research in Fundamental Sciences

AS35043 Allameh Tabataba'i University

AS35285 Institute for Research in Fundamental Sciences

AS39200 Institute for Research in Fundamental Sciences

AS41620 Iran University of Science and Technology

AS42867 National Iranian Oil Company

AS42990 Bank Saderat Iran PJSC

AS43135 Moavenate rasaneh majazi seda va sima

AS43965 Tehran University of Medical Science

AS47558 Kajeh Nasir Toosi University of Technology

AS48898 Medical Science University of Kashan

AS50460 Iranian Blood Transfusion Organization (IBTO)

AS56765 Shahid Beheshti university

AS57745 Tarbiat Modares University

AS59794 Amirkabir University of Technology

AS60638 Informatics Services Corporation (Private Joint Stock)

AS202571 Kharazmi University

AS35615 Middle East Bank (PJSC)

AS51618 Eghtesad Novin Bank PJSC

AS56547 Tehran Municipality ICT Organization

AS57574 Agriculture Bank

AS60315 Tehran Securities Exchange Technology Management Co. PLC

NL AS50673 SERVERIUS-AS - Serverius Holding B.V.

QA AS200612 GULFBRIDGEINTERNATIONAL - Gulf Bridge International Inc.

AE AS49832 AS-QBIC - QBIC COMMUNICATIONS DMCC

CH AS39533 ASYMPTO - Asympto Networks Kft.

TR AS34984 TELLCOM-AS - TELLCOM ILETISIM HIZMETLERI A.S.

AZ AS29049 DELTA-TELECOM-AS - Delta Telecom Ltd

CH AS25091 IP-MAX - IP-Max SA

DE AS24961 MYLOC-AS - myLoc managed IT AG

TR AS12735 ASTURKNET - TurkNet Iletisim Hizmetleri A.S.

GB AS8220 COLT - COLT Technology Services Group Limited

IT AS6762 SEABONE-NET - TELECOM ITALIA SPARKLE S.p.A.

FR AS5511 OPENTRANSIT - Orange S.A.

DE AS3320 DTAG - Deutsche Telekom AG

RU AS59796 STORMSYSTEMS-AS - Storm Systems LLC

EU AS20965 GEANT - GEANT Vereniging

AS42440 RDG-AS - Rayaneh Danesh Golestan Complex P.J.S. Co.

AS57218 Rightel Communication Service Company PJS

AS29577 Isfahan University of Technology

AS39074 Sepanta Communication Development Co. Ltd

AS1756 Shiraz Hamyar Co.

AS43211 Noavaran Fan Avazeh Co. PJS

AS43212 Pejvak Ertebatat Atiyeh Roshan Company (PJS)

AS43395 Pooya Parto Qeshm Cooperative Company

AS58256 Rayaneh Gostar Farzanegan Ahwaz Company Ltd.

AS62048 Avini Cultural and Art Institute

AS203100 IMANSAMANEH - Iman Samaneh Sepehr LLC

AS207057 Advanced Communications Technology Ltd.

AS43211 DIGIKALA - Noavaran Fan Avazeh Co. PJS

AS16322 PARSONLINE - Pars Online PJS

Figure A1.2: The main connections to international 
peers (see Annex 2 for full methodology)*

It’s important to note that while peerings have 
become deentralised, or independent of the TIC 
and IPM, the physical terrestrial or submarine 
cables enabling these peerings are still operated by 
the TIC (or state authorities).
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Figure A1.3: Smaller “first layer” connections. These are ISPs that 
are directly connecting to international gateways.

DE AS208006 Softqloud GmbH: 20 AS202468 ABRARVAN-AS - Noyan Abr Arvan Co. ( Private Joint Stock): 20

GB AS60068 CDN77 - Datacamp Limited: 100

AS202368 AGAH - Agah Pardazan Houshmand Co.(PJS): 20

AS202319 CAFEBAZAAR - Avaye Hamrahe Houshmande Hezardastan PJSC: 20

AS203100 IMANSAMANEH - Iman Samaneh Sepehr LLC: 30

AS31549 RASANA - Aria Shatel Company Ltd: 30

GB AS3223 VOXILITY - Voxility LLP: 20 AS204213 NETMIHAN - Netmihan Communication Company Ltd: 20

TR AS48011 DIGITURUNC - Turunc Smart Bilgisayar Ve Teknoloji Ve Dis Tecaret Limited: 40

AS203739 REGIKA - Sajad Charipour: 20

RU AS57724 DDOS-GUARD - DDOS-GUARD LTD: 80

AS204544 MOBINHOST - Dade Pardazi Mobinhost Co LTD: 20

Gibraltar AS29632 NASSIST-AS - Netassist Limited: 60

AS205415 HOSSEINASHRAFSEMNANI - Hossein Ashraf Semnani: 40

NL AS56662 EUTPNET - e-utp.net Marcin Gondek: 20

RU AS39493 RU-KSTV - CJSC Kolomna-Sviaz TV: 20

AS20749 IRPOST-KGVBA - IRAN POST Company: 20

AS208161 PARSVDS - Pars Shabakeh Azarakhsh LLC: 30

AS60976 POL - Pars Online PJS: 50

AS58224 TCI - Iran Telecommunication Company PJS: 10

AS208703 CSDI - Central Securities Depository of Iran Public Company: 10

AS208555 MOBINHOST - Dade Pardazi Mobinhost Co LTD: 30

US AS19084 COLOUP: 40

AS43211 DIGIKALA - Noavaran Fan Avazeh Co. PJS: 30

AS43233 VPS-404 - Fara Negar Pardaz Noor Khuzestan Co.JSP: 20

US AS6939 HURRICANE: 60

AS43560 VITAPOUR - Vita Pour Handels GmbH: 20

AS44932 SABAIDEA - Fannavaran-e Idea Pardaz-e Saba PJSC: 20

AS47262 HAMARA-AS - Hamara System Tabriz Engineering Company: 20

CH AS58057 SECUREBIT - Securebit AG: 20

AS47350 RESSIS - No-Andishan Ertebat Amn Ressis Ltd.: 60

AS49596 FARANET - Fara Negar Pardaz Noor Khuzestan Co.JSP: 20

AS50530 SHABDIZ - Shabdiz Telecom Network PJSC: 20

AS57497 FARASOSAMANEHPASARGAD: 20

AS57497 FARASOSAMANEHPASARGAD - Faraso Samaneh Pasargad Ltd.: 20

AS48732 Raya Negar Radin Namdar Information and Technology Company (LTD): 10

AS58331 Rayaneh Asr-e Ertebatat Bam Technology and Engineering Cooperative Co: 10

US AS39655 NRP-NETWORK-LLC - Nrp Network LLC: 20

AS58262 NRP-NETWORK - Negah Roshan Pars Company (PJS): 40

NL AS213371 SQUITTER-NETWORKS - SQUITTER NETWORKS: 20 AS60310 AHOURA-AS - Mobin Ertebatat Zaman Company Ltd.: 20

DE AS202269 BITCOMMAND – BitCommand: 20

AS60631 PARVASYSTEM - Pars Parva System Co. Ltd.: 30

AS61173 Green Web Samaneh Novin Co Ltd: 30

TR AS42926 RADORE - Radore Veri Merkezi Hizmetleri A.S.: 20 AS62229 FNA-CDN - Fars News Agency Cultural Arts Institute: 20
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ANNEX 2: METHODOLOGY FOR ANNEX 1 

In both these diagrams, we used public Border Gateway Protocol (BGP) data. An 
analogy to describe BGP is the “postal service of the Internet”.112 A postal service is 
the fastest and most efficient route of delivering mail to its destination. 

When someone submits data across the Internet, BGP finds the available paths the 
data can travel through and picks the best route, which means hopping between 
Autonomous Systems (AS). If BGP is the postal service, AS are individual post office 
branches (although not always part of the same organisation, unlike post offices). 

AS belong to ISPs or other large high-tech organisations (including companies, 
universities, governments, and scientific institutions). Data is forwarded to an AS 
from internal routers. The AS then uses BGP routing to transfer the data to its 
destination. 

Using BGP data, which is publicly available online, we mapped the international 
connectivity of the Iranian Internet infrastructure. The entire Iranian network is too 
large to show here, and so we limited the visualisation to the organisations (AS) that 
had significance in the network. The ISPs or organisations visualised have one or 
more of the following characteristics: 

• Had an international peering / connectivity;

• Were a major ISP / data centre / node; and

• Had another significant presence in the network, i.e. international peerings 
with i.root and k.root servers.
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